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CHENEGA CORPORATION VENDOR CODE OF CONDUCT

INTRODUCTION

Chenega Corporation (hereinafter “we”) is 
committed to upholding the highest stan-
dards in all our business dealings with the 
U.S. Government, protecting taxpayer re-
sources, and providing high-quality prod-
ucts and services for the men and women 
of the U.S. Armed Forces and their allies. 
Complying with all laws and regulations 
and ensuring fair competition are funda-
mental to this commitment.

This Vendor Code of Conduct expresses 
the expectations we hold for vendors and 
their lower-tier vendors throughout the 
aerospace and defense industry.

GENERAL DISCLAIMER

This Vendor Code of Conduct is in no way 
intended to conflict with or modify the 
terms and conditions of any existing con-
tract (including purchase orders). In the 
event of a conflict, vendors must first ad-
here to applicable laws and regulations, 
then the contract terms, followed by this 
Vendor Code of Conduct.

DEFINITION

For the purposes of this Code, “Vendor” is 
defined as any third party that directly or 
indirectly sells, or seeks to sell, any kind of 
goods or services to our company or on 
our company’s behalf, including vendors, 
suppliers, contractors, subcontractors, 
distributors, dealers, sales/marketing rep-
resentatives, intermediaries, agents, part-
ners, consultants, resellers, systems inte-
grators, or similar entities.

I. COMPLIANCE WITH LAWS

We expect our vendors to maintain full compliance with all laws and 
regulations applicable to their business. When conducting interna-
tional business, or if their primary place of business is outside the 
United States, vendors must comply with local laws and regulations.

Maintain Accurate Records

We expect vendors to create and maintain accurate records, and 
not alter any record entry to conceal or misrepresent the underly-
ing transaction represented by it. All records, regardless of format, 
made or received in furtherance of a business transaction must fully 
and accurately represent the transaction or event being document-
ed. When a record is no longer needed to conduct current business, 
records should still be retained based on the applicable retention 
requirements. Vendors performing as US Government contractors 
(whether direct or indirect) must comply with the requirements in 
FAR Subpart 4.7 Contractor Records Retention.Vendors performing 
as or fulfilling a US Government role in their prescribed work must 
comply with the records requirements of the affected agency and 
any relevant National Archives and Records Administration (NARA) 
requirements that apply to that agency.

Procurement Integrity

Both commercial and government procurements must rely on fair 
and equal competition. When involved in proposals, bid preparation 
or contract negotiations, our vendors must ensure that all state-
ments, communications and representations to prospective cus-
tomers and vendors are accurate and truthful.

If our vendors are involved in U.S. Government procurement, the 
provisions of the Procurement Integrity Act apply. Our vendors must 
not ask for or accept any unauthorized contractor bid, proposal in-
formation or source selection information that is not available to all 
competitors.

II. HUMAN RIGHTS

We expect our vendors to treat people with respect and dignity, 
encourage diversity, remain receptive to diverse opinions, promote 
equal opportunity for all, and foster an inclusive and ethical culture.
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Child Labor

We expect our vendors to ensure illegal child labor is not 
used in the performance of work. The term “child” refers to 
any person under the minimum legal age for employment 
where the work is performed.

Human Trafficking

Vendors must adhere to regulations prohibiting human traf-
ficking and comply with all applicable local laws in the coun-
try or countries in which they operate. Vendors must refrain 
from violating the rights of others and appropriately address 
any adverse human rights impacts of their operations. Ven-
dors must educate employees on prohibited trafficking ac-
tivities, discipline employees found to have violated the law 
or rules and notify us of violations and action taken against 
employees. Specifically, vendors will be prohibited from the 
following in all contracts:

n  Destroying, concealing, or confiscating identity or immi-
gration documents;

n   Using misleading or fraudulent tactics in recruiting;

n   Charging employee recruitment fees or providing inade-
quate housing based on local standards, laws and direc-
tives; and

n   Failing to provide employment contracts and other docu-
mentation in the employee’s native language;

n   Failing to provide return transportation upon the end of 
employment for employees brought to the country for 
the purpose of working on a U.S. government contract or 
subcontract; and

n   Failing to interview and protect employees suspected of 
being trafficking victims.

III. EMPLOYMENT PRACTICES

Harassment

We expect our vendors to ensure their employees are afford-
ed an employment environment free from physical, psycho-
logical, and verbal harassment, or other abusive conduct.

Non-discrimination

We expect our vendors to provide equal employment oppor-
tunity to employees and applicants for employment, without 
regard to race, ethnicity, religion, color, sex, national origin, 
age, military veteran status, ancestry, sexual orientation, 
gender identity or expression, marital status, genetic infor-
mation, or mental or physical disability, so long as the essen-
tial functions of the job can be competently performed with 
or without reasonable accommodation.

Substance Abuse

We expect our vendors to maintain a workplace free from il-
legal use, possession, sale, or distribution of controlled sub-
stances.

Our vendors must also abide by customer and/or location 
specific guidelines.

Current and Former Government Employees 

We expect our vendors to comply with the applicable feder-
al, state or local law regarding the recruitment and hiring of 
any Government official. Many Government employees are 
subject to restrictions on who they may work for, when they 
may accept a private sector job, and what they may do in 
the private sector.

IV. ANTI-CORRUPTION

Our vendors must comply with the U.S. Foreign Corrupt Prac-
tices Act and other applicable anti-corruption laws (e.g., the 
UK Bribery Act), directives and/or regulations that govern 
operations in the countries in which they do business, re-
gardless of local customs.

Improper Payments / Business Courtesies

Our vendors must refrain from offering or making any pay-
ments of money or anything of value (including kickbacks, 
favors, gifts, gratuities, entertainment, travel, political contri-
butions, charitable donations or other business courtesies) 
to customers, government officials, political parties, candi-
dates for public office, charities, or other business-related 
parties that could be considered to improperly influence 
business decisions.

This includes a prohibition on facilitating payments intended 
to expedite or secure performance of a routine governmen-
tal action like obtaining a visa or customs clearance, except 
in situations where there is an imminent threat to personal 
health or safety.
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Due Diligence

We expect our vendors to exert appropriate due diligence 
and monitoring to prevent and detect corruption in all busi-
ness arrangements, including partnerships, joint ventures, 
offset agreements, and the engagement of third parties.

Anti-Trust

Our vendors must comply with anti-competition and anti-
trust laws and are prohibited from fixing prices; colluding or 
rigging bids with competitors; allocating customers or mar-
kets with competitors; or exchanging any pricing information 
with our competitors.

We expect our vendors to comply with applicable anti-trust 
laws prohibiting restrictive trade or unfair competition.

We expect our vendors to avoid discussing competition-sen-
sitive issues with a competitor.

Vendors must avoid unfair competitive practices such as:

n Attempting to control or monopolize markets;

n  Defaming or lying about a competitor’s business, prod-
ucts or services;

n  Inducing a customer to fail to honor a contract with a 
competitor;

n Intentionally misrepresenting or concealing information 
about its products and services, or making deceptive, 
misleading or false statements or claims about them that 
have no factual basis;

n  Industrial spying, or improperly accepting or using a com-
petitor’s trade secrets; and

n  Bribing a customer’s agents and employees.

V. CONFLICT OF INTEREST

Organizational Conflicts of Interest

Vendors and their employees must avoid and/or disclose to 
Chenega Corporation any actual or potential conflicts of in-
terest that may impact the work with the U.S. Government 
for which it has been engaged by Chenega Corporation. 

Those Conflicts of Interest could include:

n Impaired Objectivity - The vendor has a financial interest 
that could be affected by its performance of the work 
(e.g., its role as a vendor would place it in the position of 
evaluating its own affiliate or competitor and therefore 
would impact its impartiality to Chenega Corporation and 
our customers).

n Unequal Access to Information – As a result of work for 
the Government on unrelated contracts, the vendor has 
access to procurement-sensitive data furnished by the 
Government or others that would not be available to oth-
er competitors for the work.

n  Biased Ground Rules – The vendor was involved in writing 
a specification that favors its own products.

VI. INFORMATION PROTECTION

Confidential/Proprietary Information

We expect our vendors to properly handle sensitive informa-
tion, including confidential, proprietary, and personal infor-
mation. Information should not be used for any purpose (e.g., 
advertisement, publicity) other than the business purpose 
for which it was provided, unless there is prior authorization 
from the owner of the information.

Our vendors are expected to protect all sensitive, proprietary 
or otherwise protected information provided to them in the 
course of their dealings with Chenega Corporation. We ex-
pect our vendors to receive and retain all proprietary infor-
mation of our company and of our customers using reason-
able and appropriately secure protections.

Intellectual Property

We expect our vendors to respect and comply with all the 
laws governing intellectual property rights, including protec-
tion against disclosure, patents, copyrights, and trademarks.

Data Security and Confidentiality

We expect our vendors to protect confidential information. 
Vendors must adopt and maintain processes to provide rea-
sonable protections for personal, proprietary and confiden-
tial information, including information that they access, re-
ceive or process on behalf of Chenega Corporation. Vendors 
should recognize that unauthorized use or disclosure of 
such information may have personal, legal, reputational and 
financial consequences for the vendor, individuals whose 
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personal information may be implicated, and for Chenega 
Corporation. In addition, vendors must comply with all appli-
cable privacy/data protection and information security laws 
and regulations.

Vendors will immediately notify Chenega Corporation of any 
known or suspected data security breaches and will work 
with Chenega Corporation and, if applicable, law enforce-
ment to contain the breach and determine a root cause.

Insider Trading

Our vendors must not use material, non-public information 
obtained in the course of business as the basis for trading or 
for enabling others to trade in the securities of our company 
or those of any other company.

VII. ENVIRONMENT, HEALTH, AND SAFETY

We expect our vendors to operate in a manner that actively 
manages risk, minimizes waste, and protects the environ-
ment. We expect our vendors to apply environmental man-
agement system principles in order to establish a systematic 
approach to the management of risks/hazards and opportu-
nities associated with the environment, including potential 
risk from regulatory non-compliance, reputational loss, and 
opportunities for business growth through operational and 
product stewardship.

We expect our vendors to comply with all applicable envi-
ronmental, health and safety laws, regulations, and direc-
tives. Vendors should protect the health, safety, and welfare 
of their people, visitors, and others who may be affected by 
their activities.

VIII. GLOBAL TRADE COMPLIANCE

Security

When applicable, vendors are encouraged to implement 
practices and procedures to ensure the security of their 
supply chains in accordance with the Customs Trade Part-
nership Against Terrorism initiative of the United States De-
partment of Homeland Security.

Import

We expect our vendors to ensure their business practices 
are in accordance with all applicable laws, directives and 
regulations governing the import of parts, components, and 
technical data.

We expect our vendors to comply with section 889 of the 
National Defense Authorization Act for Fiscal Year 2019, Pub. 
L. No. 115-232, (“Section 889”) which refers to production or 
provision of any equipment, system, service, part, compo-
nent, element, module or programmable array, to include 
but not limited to operating software for such devices from 
restricted entities. Restricted entities, as defined in Section 
889, currently include Huawei Technologies Company, ZTE 
Corporation, Hytera Communications Corporation, Hang-
zhou Hikvision Digital Technology Company, Dahua Tech-
nology Company, or any other entity the U.S. Department 
of Defense reasonably believes to fall within the definition of 
covered telecommunications equipment or services under 
Section 889.

Export

We expect our vendors to ensure their business practices 
are in accordance with all applicable laws, directives and 
regulations governing the export of parts, components, and 
technical data; these include the International Traffic in Arms 
Regulation (ITAR) and the Export Administration Regulation 
(EAR) . Vendors shall provide truthful and accurate informa-
tion and obtain export licenses and/or consents where nec-
essary.

Anti-Boycott

Our vendors must not participate in, cooperate with, or fur-
ther the cause of any unsanctioned foreign economic boy-
cott, in accordance with the 50 USC Ch. 58 Export Control 
Reform and the 1976 Tax Reform Act (PL No. 94-455). 
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IX. QUALITY

Vendors must take due care to ensure their work product 
meets the highest quality standards. We expect our vendors 
to have in place quality assurance processes to identify de-
fects and implement corrective actions, and to facilitate the 
delivery of a product whose quality meets or exceeds the 
contract requirements.

Counterfeit Parts

We expect our vendors to develop, implement, and main-
tain methods and processes appropriate to their products 
to minimize the risk of introducing counterfeit parts and ma-
terials into deliverable products. Effective processes should 
be in place to detect counterfeit parts and materials, provide 
notification to recipients of counterfeit product(s) when war-
ranted, and exclude them from the delivered product.

Government Property 

Our vendors are personally responsible for Government-fur-
nished property used in your business. Property must be 
properly handled, only by authorized personnel, and only for 
the purpose intended. Govrnment-furnished property may 
not be used for personal benefit, or sold, loaned, given away 
or otherwise disposed of without proper authorization.

X. ETHICS PROGRAM EXPECTATIONS

Whistleblower Protection

We expect our vendors to provide their employees with av-
enues for raising legal or ethical issues or concerns without 
fear of retaliation. We expect our vendors to take action to 
prevent, detect, and correct any retaliatory actions.

Ethics and Compliance Policies

Commensurate with the size and nature of their business, we 
expect our vendors to have management systems in place 
to support compliance with laws, regulations, and the expec-
tations related to or addressed expressly within this Vendor 
Code of Conduct. This should include measures to address 
their compliance within these standards and take appropri-
ate action to correct identified deficiencies. We encourage our 
vendors to implement their own written code of conduct and 
to flow down the principles of a code of conduct to the entities 
that furnish them with goods and services.

Consequences for Violating the Code

In the event of a violation of any of the above expectations, 
we may pursue corrective action to remedy the situation. In 
the case of a violation of law or regulation, we may be required 
to report those violations to the proper authorities. We reserve 
the right to terminate our relationship with any vendor under 
the terms of the existing procurement/purchasing contract.

Contacts/Resources

Chenega’s Business Ethics and Compliance Officer is always available to answer your questions and receive any reports of con-
cerns of improper conduct by others. He can be reached at 907-677-4905.

Other resources include  a confidential third party, Lighthouse, 844-440-0075 or www.lighthouse-services.com/chenega.


